
19: DISCRETE LOGARITHM CIPHERS

In this lecture we will look at some ciphers founded on the difficulty of
solving the discrete logarithm problem. Throughout, p will be a large
prime number and γ will be a primitive root modulo p. So all of the non-
zero elements of Zp are powers of γ. We will assume that the values of p
and γ are published and known to everyone.
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19.1 Diffie – Hellman Key Exchange

First we look at how to establish a common secret key so two people can
use a symmetric cipher to communicate securely. The method described is
the Diffie – Hellman key exchange.

Alice Bob
Private a b
Public A = γa B = γb

Key = Ab ≡ (γa)b = (γb)a ≡ Ba (mod p).

If an enemy can compute discrete logarithms efficiently, then he can
find a = logγ A from the published values of p, γ and A. Then he can
compute the key as Ba. Diffie and Hellman conjectured but did not prove
that finding the value of this key from the published values A and B is
equivalent to the discrete logarithm problem.
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Shamir showed how we can use this idea to communicate securely without
any public keys. Alice and Bob take Zp as their alphabet; m ∈ Zp.

Alice Bob
Private a b
Private a′ with aa′ ≡ 1 (mod p− 1) b′ with bb′ ≡ 1 (mod p− 1)

m
↓

c = ma (mod p) −→ c
↓

d ←− d ≡ cb (mod p)
↓

e ≡ da′
(mod p) −→ e

↓
f ≡ eb′

(mod p)

eb′ ≡ da′b′ ≡ cba′b′ ≡ ca′ ≡ maa′ ≡ m (mod p). So Bob has recovered the
plaintext m.
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This method has the advantage that no keys have to be published in order
for Alice and Bob to communicate. However, it takes three times as long
to transmit a message.
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19.2 The Elgamal Cipher

Elgamal showed how to adapt the Diffie – Hellman key exchange to give a
cipher.

Bob wishes to send encrypted messages to Alice. So Alice chooses a
random private key a ∈ Zp−1; computes A ≡ γa (mod p); and publishes A
as her public key. To send a message m ∈ Zp, Bob first chooses a random
number b ∈ Zp−1 and sends the pair

(c0, c1) = (γb, Abm) ∈ Zp × Zp .

Alice can decipher this by computing c1c
−a
0 (mod p). For we have

ca
o ≡ (γb)a ≡ γab ≡ (γa)b ≡ Ab (mod p) .

So c1c
−a
0 ≡ m (mod p).
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If an enemy knows one plaintext m and the corresponding ciphertext
(c0, c1), then he can find the two public keys A ≡ γa (mod p) and B ≡ γb

(mod p) used in the Diffie – Hellman key exchange. Breaking the Elgamal
cipher is equivalent to breaking the Diffie – Hellman key exchange. We
hope that both are as hard as computing discrete logarithms.

6


	19:  {DISCRETE LOGARITHM CIPHERS} 
	19.1  Diffie -- Hellman Key Exchange
	19.2  The Elgamal Cipher

