CORRECTIONS
Lecture 5 Page 5
Correct
P(A; = ajlar = a1, A2 =ag, ..., Aj_1 =aj_1) =P(A; = qj|4;-1 = a;_1)

to
P(AJ = G,j|A1 = al,AQ = as,... 7Aj—1 = aj_l) = IP(A] = a]"Aj_l = aj_l)

Lecture 5 Page 6
Correct H(A,_1]A,) to H(A,_1]A,—_2) in the second displayed equation to get:

H(Ay, Ao, ..., Ay) = H(AM A1) + H(A—1|Ar—2) + ...+ H(A3|A)) + H(Ay)
= (7’ - 1)H(A2|A1) + H(Al) .

Example Sheet 1 Question 7

The inequality in the displayed equation should be reversed to give:

H((1-MNp+2Aq) > (1-NH(p) + AH(q) .

Lecture 7

Correct Corollary 7.6 to:

Corollary 7.6

Let ¢: A — {0,1}" be a code with minimum distance §. Then

2N

(N, 130+ 1))

K =]A| <
A< 5

Moreover, there is a code with minimum distance § and




Lecture 10

Correct equation (1) to
p(1—p)
N(qg—p)?

and make the same change (¢ — (¢ — p)) in later equations (twice).

P(d(coa c/o) 2 T) g

Example Sheet 2 Question 17
The letters Y and Z were interchanged. The question should read:
Data Processing Inequality
Consider two independent channels in series. A random variable X is sent through channel 1 and received
as Y. This is then sent through channel 2 and received as Z. Our aim is to prove that I (X, Z) < I(X,Y),

so the further processing of the second channel can only reduce the mutual information.

The independence of the channels means that, if we condition on the value of Y, then (X|Y = y)
and (Z|Y = y) are independent. Deduce that

H(X,Z|Y)=H(X|Y)+ H(Z|Y) .

By writing the conditional entropies as H(A|B) = H(A, B) — H(B), show that

H(X.Y.Z)+ H(Y) = HX,Y) + H(Y.Z) .

Define I(X,Y|Z) as H(X|Z)+ H(Y|Z) — H(X,Y|Z) and show that
I(X,Y|Z)=I(X,Y)-I(X,Z) .
Deduce from this the data processing inequality:
I(X,2)<I(X,)Y).

When is there equality?

Lecture 11 Proof of Proposition 11.2

The displayed equation is wrong. In order to correspond with the words, it should read

[= <Z aI7TI> + (Z 0417T1\{M}> v = fo+ fima

M¢I Mel




Lecture 13 Proof of Theorem 13.3

The displayed matrix equation should be:

1 a a? o? alV-1 Po 0

1 a2 ot af a2(N-1) p1 0

1 o o o? a3(N-1) p_2 =10

1 aé'—l az(é—n a3(<;—1) o a(N—i)(é—l) PN-—2 0
PN-1

Lecture 20 20.4 The Elgamal Signature Scheme

The least common multiple and highest common factor are confused in the explanation of why
diferent random numbers must be used in the Elgamal signature scheme. It should read:

Recall that s = b (mod m) has either no solutions for x or else (m,s) solutions modulo m.
Hence, there are (p — 1, s; — $2) solutions for & modulo p — 1.

This gives (p — 1,r) solutions for b.

Lecture 21 21.3 Semantic Security
Jj became an i in the displayed equation defining e(a;). It should read:

Now Bob encrypts his message m as e(aq)e(as) . ..e(ax) where

J

(a)) = z? (mod N)  when a; =0
A= yr? (mod N) whena; =1.

Exercise Sheet 4 Question 8

This question is wrong and should not ask for a homomorphism attack on the Elgamal signature
scheme. Replace it by:
8. Describe the Elgamal signature scheme.

Alice uses the Elgamal signature scheme to sign a sequence of messages, incrementing the value of
k by 2 for each new message. Show how to determine Alice’s private key from any two successive

signed messages.

These corrections have been made to the files here. I am sorry that they occurred. Please let me
know of any further corrections that are necessary.
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